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1. OBIIIAS XAPAKTEPMCTUKA PABOYEI ITPOI PAMMBI
YYEBHOU A CIAITIMHBI

1.1. MecTto y4eOHOl JUCUMIUVIMHBI B CTPYKTYpe OCHOBHOH TNPO(hecCHOHATLHOM
0o0pa3oBaTeIbHON MPOrpaMmbl: yueOHas JUCIUILTUHA OTHOCHTCS K 001IenpodhecCHOHATLHOMY
[UKITy, CBsSI3aHA C OCBOCHHEM MPOECCHOHATBHBIX KOMIIETCHIIUN MO BCEM MPOPECCHOHATHHBIM
MOJTyJISIM, BXOJISILIIUM B CIIELIUATIBLHOCTb.

1.2. llesb ¥ NJIaHMpPYeMbIe pPe3yJbTAThbl 0CBOEHHUS Y4eOHOM JUCHUNJIMHBI:

Br16upats criocoOb! perienus 3a1a4 npodecCHOHATbHON ASSITENbHOCTH TPUMEHUTEIBHO K

OK 01.
pa3IMYHBIM KOHTEKCTaM;
OK 0. Hcnonb30BaTh COBpeMEHHBIE CPE/ICTBA TOUCKA, aHAIM3a U UHTEpIpeTaluy nHhopManuu u
WH()OPMAIIMOHHBIC TEXHOJIOTHUH IS BRIIOJHEHUS 33134 MPOGECCHOHATBHON ACSITEITLHOCTH
OK 04. | DddexTuBHO B3aUMOACHCTBOBATh M pabOTaTh B KOJJICKTUBE M KOMAH/IE;
OK 09. [Tosb30BaThes MpodeccnoHABHOM TOKyMEHTAIMEH Ha TOCYJapCTBEHHOM W HHOCTPAHHOM

SA3BIKAXx.




2. CTPYKTYPA U COJIEP’)KAHUE YYEBHOU JTUCIIMITJIMHBI

2.1 O0beM y4eOHOH TMCHUIJIMHBI U BUIbI Y4eOHOH padoThl

O0beM

Bun yuebHoM paboThl HACOB

O0s13aTesIbHbIE ayAUTOPHBbIE YUeOHbIe 3aHATHSA (BCero) 108

B TOM 4YHCJIC:

— TCOPETHYCCKUC 3aHATUA 46

— IHPaAKTHYCCKUC 3aHATUA 4

— KOHTPOJIbHBIE Pa0OTHI

CamocrosiTesibHass padoTa (Bcero) 18

B TOM YHCJIC:

— paboTa ¢ KOHCIIEKTaMH JICKIIUHA MTPH MOJATOTOBKE K KOHTPOJIbHOM
pabore

— COCTaBJICHHUE CXEMBI

— COCTaBJICHUE TAOJIMIIBI

[Mpomexyrounas ATTECTALMA B popme muddepeHnmpoBanHOro 3a4éTa




2.2. TemaTu4ecKuii IU1aH U coAep:kaHue yueOHoH Aucuunanabl «OI1./13.01.02
Nudopmannonnas 6e30nMacHOCTDH)

HaunmenoBanue
pa3ziesioB U TEM

Copneprxanme yuyeOHOrO MaTepuana
1 GOPMBI OpraHU3alUH IETCITLHOCTH
oOyyJaronuxcs

O0beM
4acoB

OcBanBaeMbIe
3JIEMEHTEHI
KOMIIETEHIINH

1

2

3

BBE/IEHUE

Cooepircanue yueonozo mamepuana

IloHsATHE BHEIIHEW U BHYTPEHHEN
OIIACHOCTH JUIsl TPOTPAMM U JaHHBIX. Llens
1 Ha3HaYeHHEe Y4eOHON TUCIUIIIIMHbI

OK 01, OK
02, OK 04,
OK 09

PA3JIEJI 1

IPOBJIEMbI HH®OPMAIIMOHHON BE3OITACHOCTH

Tema 1.1
OCHOBHBIC TIOHSITHSI
Y aHAJIU3 yTPpo3
HH(pOpMAITMOHHOM
0e30macHOCTH

Cooepotcanue yueonozo mamepuana

OCHOBHBIC MIOHATHS ¥ aHAJIU3 yTPO3
HH(POPMAITMOHHOMN 0€301TaCHOCTH

Camocmoamenvnas paboma 60
63aumooeiicmeuu ¢ npenooasamenem

CP Usyuenue memo0og peanuzayuu yepo3
ungopmayuonHol bezonachocmu

CP Ananus yepo3s u yazeumocmu
becnpoooHbIX cemetl

OK 01,0K
04,0K 05,
OK 09

Ilpakmuueckue 3anamusn — ne
npeodycmompeHtbl

Camocmoamenvnasn paboma cmyoenmos

CocCTaBUTH U 3aMOTHUTH CXEMY peallh3aliu
yrpo3 HH(PpOPMAIIMOHHOM OE30MaCHOCTH

Tema 1.2. Ilonutnka
0C30IMaCHOCTH U
CTaHIaPTHI
MH(POPMALMOHHON
0e30macHOCTH

Cooepotcanue yuebnozo mamepuana

OCHOBHI)IG IIOHATHUA IIOJIMTUKHU
0€e30I1aCHOCTH

CTpyKTypa MOJUTUKHA OE30MacCHOCTH
OpraHHU3aIu

MesxyHapoAHble CTaHapThI
nH(pOPMAaLMOHHOM 6e301acHOCTH

OTtedecTBEHHBIE CTAaHAAPTHI
nH(}OpMaLMOHHON 06€30M1acHOCTH

Camocmoamenvnan paboma 60
63aUMO0eICMEUU C NPEenooagamenem

CP U3zyyenue npoyedyp 6ezonacHocmu

Hpaxmuuecxue 3aAHAmMUA

I13 1 Ucnons3oBanue 6a3 JaHHBIX JUIS
M3YYCHHS] HOPMATHUBHBIX JIOKYMEHTOB B
obnactu nHGOPMAITMOHHON OE30MaCHOCTH.

Camocmoamenvnasa paboma cmyoenHmoes

CoctaBuTh 0000IICHHYIO TAOIHUILY
CUCTEMATU3AlUN MEXKIYHAPOJIHBIX
CTaHJapTOB MH(POPMALIMOHHOM
6e30MacHOCTH

OK 01,0K
04,0K 05,
OK 09




| Kontposnnnas padora Nel 1

PA3JIEJI 2 16
TEXHOJIOI'MU 3AINNTHI JAHHBIX

Tema 2.1. Cooepircanue yueonozo mamepuana OK 01,0K
[MpuHIHTIBI CHUMMeTpHUYHbIE KPUTITOCUCTEMBI 001%5 05,
Kpunrorpaguieckoit | mudppoBaHus

3alIUTBI ACHUMMETPUYHBIE KPUTTTOCUCTEMBI
uHpopManuu g poBaHus

KoMOuHMpoBaHHas KpUnrocucrema
mudpoBaHus

DnexTpoHHas ¢ poBas NOAMNUCH U
(GyHKIUU XEIIMPOBAHUS

VYipasineHue KpUnTOKI0YaMu
Camocmoamensnas paboma 60
e3aumooeiicmeuu ¢ npenooagameJiem
CP Bo3mooicHocmu UCnonb308aHUsL YYHKYUl
Xewuposanus
Ilpakmuueckue 3anamus
113 2 Peanusanus JIOTUPOBAHUS
Ha Python

13 3 udposanue u
nemudpoBaHue C UCIOIb30BAaHHUEM 8
CUMMETPUYHOTO AJITOPUTMA

I3 4 Iupposanue RSA Cipher

II3 5 Hcnonws3oBaHue METOOOB C
OTKPBITHIM KIIFOYOM

Camocmoamenshan paboma
CmyO0eHmos

CocraButs BCA Tpancnozunuu

Tema 2.2. Cooepircanue yuebnozo mamepuana

Texnonoruu AyTtentudukanus, aBTopusanys 1
ayTeHTH UK aIMMHHUCTPUPOBAHUE NECUCTBUN
110JIb30BaTENIEH

MeTtob1 ayTeHTU(UKALNY, UCTIONb3YIOIINE 2
naposii 1 PIN-kozel

Crporas ayTeHTU(DUKALUSA

EI/IOMeTpI/I‘{eCKa}I aYTeHTI/I(i)I/IKaHI/IH
IIOJIB30BAaTCIIA

Camocmoamenvnan paboma 60
e3aumooeiicmeuu ¢ npenoodasamesiem

CP lcnonvzosarnue buomempuueckou
aymenmuguxayuu npu wudposanuu

Hpakmultecmte 3anamun

I3 6 Peanuzanus ayreHTHhUKaLUN 2
cpencrtBamu Python

Camocmoamenvnasn paboma
CHy0eHmoe

Y cTaHOBUTH Ha KOMIIbIOTEpE
6ubmmoreky Cryptography

KouTpoJsbHas padora Ne2 1




PA3JIEJI 3

TEXHOJIOT'MHA OBHAPYKEHUS BTOPKEHUM

13

Tema 3.1. Ananus
3AIUIIEHHOCTA U
oOHapy’KeHHE aTaK

Cooepotcanue yueonozo mamepuana

KOHL[GHI_[I/ISI aAJalITUBHOT'O ynpaBHeHI/ISI
0€30I1aCHOCTBIO

TexHomornuu aHaiau3a 3alUIIEHHOCTH

TexHonoruu oOGHapy>KEHHsS aTaK

Camocmoamenvuasa paboma 6o
e3aumooeiicmeuu ¢ npenooasamesiem

CP Cucmemamu3zayus cpeocme aHaiusa
sawuwennocmu OC

Hpaxmuuecxue 3AHAMUA

I13 7 OGecrieueHue O0€30IMaCHOCTHA
[IPUIIOKEHHUS

OK 01,0K
04,0K 05,
OK 09

Camocmoamenvnan paboma cmyoenmos

CocTaBuTh KJIACCH(PHUKAIMOHHYIO CXEMY
Mep obecrieueHrs 0€30MacHOCTH
MIPHIIOKCHHUS

Tema 3.2. 3amura
OT BUPYCOB

Cooepotcanue yuebnozo mamepuana

KomMmrmbroTepHbie BUPYCHI U IPOOIEMBI
AQHTUBUPYCHOM 3aIIUTHI

AHTHBUPYCHBIE IPOIPAMMBI U KOMILIEKCHI

HOCTpOGHI/Ie CHCTCMbI aHTHBHPYCHOﬁ
3allIUThI

Camocmoamenvnan paboma 60
e3aumooeiicmeuu ¢ npenooasamesiem

CP Ananuz ocHOBHBIX KAHAN08
PACnpoOCmMpanenus 6Upycos

Hpakmultecmte 3anamun

I13 8 V3yuenue HacTpoOeK cpeacTB
AHTUBUPYCHOMW 3alIUTHI THPOPMALIUU

Camocmoamenvnan paboma cmyoenmog

W3y4nTh anroput™m paboThl BUpyca

KonTtpoabHnas padora Ne3

IIpome:xxyTouHas arrecrauus B (popme 1uddepeHHPOBAHHOIO

3auéra

BCETIO:

108




3. YCJIOBHUA PEAJIM3ALIUM PABOYEHN ITPOTPAMMEBI

3.1. Mamepuanvno-mexuuueckoe obecneuenue



Peanuzanus MIPOrpPaMMBbI mpeJoaraet HaIU4ue naboparopuu
ToBapoBeneHus POJOBOILCTBEHHBIX TOBAPOB.
Obopyodosanue n1abopamopuu u paboyux mecm:
. ABTOMaTH3UpOBaHHbIE paboune Mmecta Ha 12-15 obOywaromuxcs (IIporeccop He Hmke
Core i3, oneparuBHas naMsath 00beMoM He MeHee 4 1°6;)
. ABTomaTtu3upoBanHoe pabodee mecto npenonasarens (IIpoueccop ne mmxe Core 13,
orepaTuBHAs MaMsATh 00beMoM He MeHee 4 1°6;)
. MmuorodyHkironanbsHoe yctpoiictBo (M®DY) dpopmara A4;
. IIpoexTop u sKpaH;
. MapxkepHas 10cKa;
. [Tporpammuoe obecrieuenre o0mero u mpohecCuOHaTbHOTO Ha3HAYeHUs (TIPOrpaMMHOE

obecnieuenue: bJ[ Koncynprant mmroc, OpenSSL, TrueCrypt, ImageSpy, OpenVPN, MS Office,
nemosepcuu VipNet client, SecretNet)

3.2. Hughopmayuonnoe obecneuenue odyuenus
Ilepeuens ucnonv3yemoix yueonvix uzoanuii, Hnmepuem-pecypcos, 0ononnumenvHoi

aumepamypul

OCHOBHBIE UICTOYHUKMU:

1. [Tpoxoposa, O. B. MadopmanmonHas 6€30mMacHOCTh U 3a1uTa HHPOPMAIIIH :
yuebnuk ais cro / O. B. IIpoxopoBa. — 5-¢ u3f., crep. — Cankr-IletepOypr : Jlans, 2024. —
124 ¢. — ISBN 978-5-507-47517-9. — Tekcr : 25ieKTpoHHBIH // JIaHb : 3JIGKTPOHHO-
o6ubnmoreunas cucrema. — URL: https://e.lanbook.com/book/385082

2. Huxudopos, C. H. Metoas! 3amuTsl HHPOpMAauK. 3aliTa OT BHEIIHUX BTOPKECHUH :
yuebHoe nocobue st cro / C. H. Hukudopos. — 3-e uzn., crep. — Cankrt-IlerepOypr : Jlans,
2024. — 96 c. — ISBN 978-5-507-50317-9. — Tekcr : 3nekTpoHHbIi // JIaHb : 3JI€KTPOHHO-
o6ubnmoreunas cuctema. — URL: https://e.lanbook.com/book/417899

Hukudopos, C. H Metozs! 3ammuTsl nHbopMauu. 3anyiieHHble ceTH : yueOHoe nocodue ams cro / C.
H. Huxkudopos. — 2-e usa., crep. — Cankr-IlerepOypr : Jlanb, 2024. — 96 c. — ISBN 978-5-8114-7907-

8. — TekcT : aneKTpOHHBIN

4. KOHTPOJIb 1 OLIEHKA PE3VJIbTATOB OCBOEHW S YUYEFHOM JUCLIUITJIMHBI

Pesynomamui 06yuenus

Kpumepuu oyenxu

Dopmel u Memoosl OYeHKU

¥Y1 Ucnons3oBaTh
COBpPEMEHHBIE
IPOTrpaMMHO-
anrmaparHble
CpeCTBa 3aIUThI
uH(popMalun

Y2 [lonoOpate u
o0ecneunThb
3aLIUTY
uH(popMalun

IIpasunvrocms, nonnoma
8bINOIHEHUS 3A0AHUT, MOYHOCHb
Gopmynupoeox, mouHocmo
pacuemos, coomseemcmeue
mpebosaHuaMm

Aodekeamnocmob, ONMUMATLHOCMb
8b100pa cnocobos oelicmauil,
Memooos, mexHuxk,
nocneoosamenvbHocmell 0eiucmeutl
u m.o.

Tounocmw oyenku
Coomeemcmaue mpebosanusim
UHCMPYKYUL,

pe2namenmos

Payuonanvnocmo oeticmeuti u m.o.

Texkywyuit KoHmpop:

- 3auuma omuemos no NPAKmu4ecKkum
3aHAMUAM,

- oyeHKa 3a0aHull OJisl 6HeayOUMOpPHOU
(camocmosmenvholl) pabomoi

- 9KCnepmHas oyeHka
0eMOHCMPUPYEMbIX

VMeHUll, BbINOJIHAEMbIX OeUCEULl 8
npoyecce NPAKmMu4eckux 3aHamull
Ilpomesicymounas ammecmayus
- 9KCnepmHas OYeHKa GblNOJIHEHUs
NPAKMUYECKUX 3aHAMUL HA
oughghepenyuposanrnom 3aueme



https://e.lanbook.com/book/385082
https://e.lanbook.com/book/417899

31 CoBpeMeHHbIE
3aKOHBI, CTAHAPTHI,
METOJIbI U TEXHOJIOTUH B
00J1aCTH 3aIUTHI
uHpopmanuu

32 TpeboBanus k
3anmTe HHpopMaIuu
OTIPEICIIEHHOTO TUTIA

Ilonnoma omeemos, mounocmo
Gopmynuposok, ne menee 70%
NpABUNLHBIX OMEEMO8.

He menee 75% npasunvrulx
0meemoa.

Axmyanvrocms memul,
a0eKeamHocmy

pe3yIbmamos noCmagieHHbIM
yensam,

NOJHOMA OMBEemos, MOYHOCb
GPopMYIUPOBOK, A0EK8AMHOCHb
npUMeHeHUs.

npogheccuoHaIbHOU MEPMUHONIOSUU

Texywuit Konmpoio

npu npoeedeHuu:
-NUCbMEHHO20/YCMHO20 ONpoca;
-mecmupoeanus;

-OYeHKU Pe3yTbmamos GHedyOUmopHOU
(camocmosmenvHoul) pabomoi
(coobwenuti meopemuueckou 4acmu
NPOEKmMos, yY4eOHbIX UCCIe008AHULL U
m.o.

Ilpomesicymounan ammecmayusn
6 popme ouppepenyuposanroco
3ayéma no yuebHol OUCYUNIuHe
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